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Some “BGP Routing Tasks”

BGP Coordinators, Network Engineers for BGP Operation

Peering Coordination: peering evaluation suiting the peering policy
Traffic Route Management: traffic monitoring for traffic route optimization,
anomaly identification and troubleshooting

Route Health Monitoring: BGP route message and RPKI status analysis for
routing health monitoring

Route Anomaly Detection: it'd be even better if someone could notity me
whenever abnormal route behaviors happened

= “Anything you need to quantify can be measured in some way that is
superior to not measuring it at all.” —Gilb's Law:

Collect and fuse network data from multiple sources



Peering Coordination

To Peer or Not to Peer, That’s the Question
Your Peering Policy: No, Open, Selective, Restricted”

* No: To buy transit cost efficiently. So need to identify the best candidate to buy transit from

* Open: To peer with as many networks as possible should it can save transit costs. So need

to identity the right candidate to peer with

» Selective: To peer only with those who have significant values to us. So need to verify

whether a peering request makes sense
* Restrictive: To better run our transit business operations. SO need to L

prospective customers’ traffic behavior for compelling business case bu

= Multiple network datasets:
Flow and BGP data

nderstand 'transit
lding




Peering Coordination Use Case

Open Peering
Policy NI

Summary Report Peering Analysis . Top-N _Wﬁlii{
Potential Peer ASN
Select from: | Recently Added List V| | Internet v |

Submit
Kn Ow Who you Report time: | Period V|| Daily V| (®@Current) 2024/02/01 16:00 ~ now Unit prefix: | Auto hd
- Analytics
wanna negotiate y

Internet }

with: Create a list
of networks with
whom you

exchange traffic |
but aren't peering | | T |

=110

|
Wlth ye't and rank 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 02/02 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00
)

FusionCharts .

them by traffic El=Nr

1=1iE

Into Home / Out Of Home

D All ASN N Peer ASN N Into Home N Out Of Home N Sum N
(Outside Home) - (Outside Home) - Through From - Through To - Through Origin |
VO | u I I Ie . Th e n C]— 1 CHINANET-SH-AP China Telecom (Group)(4812) -Private Use AS-(64744) 3.14T7 2.85T 5.99T
. 3.10T 41.60G 2.74T 108.38G 5.85T 149.98G
|e arn O't h e r trafﬂ C (J=m2  CHINANET-BACKBONE No.31,Jin-rong Street(4134) -Private Use AS-(64744) 2.99T 2.67T 5.67T
2.99T 16.34M 2.67T 296.15M 5.67T 312.49M
be h avi O r a-t-te rn S K CMNET-GD Guangdong Mobile Communication Co.Ltd.(9808) -Private Use AS-(64744) 78.80G 238.11G 316.90G
p 37.77G 41.03G 73.87G 164.23G 111.64G 205.26G

([(Jom 4 -Private Use AS-(64830) -Private Use AS-(64744) 182.95G 77.82G 260.77G

Of these netWO rkS 2.11K 182.95G 1.40K 77.82G 3.51K 260.77G



Peering Coordination

Open Peering
Policy

Know who you
wanna negotiate
with: Create a list
of networks with
whom you
exchange traffic
but aren't peering
with yet, and rank
them by traffic
volume. Then
learn other traffic
behavior patterns
of these networks

Use Case

Summary Report Peering Analysis Top-N

Potential Peer ASN

Matrix

LAEEERES Potential Peer ASN |

Select from: | Recently Added List V| [ Internet v | P |
Submit
Report time: | Period V|| Daily V| (®@Current) 2024/02/01 16:00 ~ now Unit prefix: | Auto v
Analytics
Internet '
Granularity: [ | E | E
Into Home / Out Of Home
11.0T
6.6T I
4.4T7
2.2T
0.0
S - B
-4.4T — m —_—
66| _ - - — S
-8.8T = 15 o :Af;f}???i?’:f — S —— e ———— {{:’{_:{;;{-E'*?{ﬁEJ77
i1 (177
16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 02/0200:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00
FusionCharts
R —— , H= 1A Ll
) Al ASN I Peer ASN I Into Home Out Of Home Sum
(Outside Home) : (Outside Home) I Through From Through To Through Origin
______________ 1
D— 1 ( 12) ) 3.14T 2.85T 5.99T
1 ° ° ° 41.60G 2.74T 108.38G 5.85T 149.98G
-—. o 1. Top ASN list with most traffic exchanged ...
2.99T 16.34M 2.67T 296.15M 5.67T 312.49M
D— 3 ( )8) ! ) 78.80G 238.11G 316.90G
37.77G 41.03G 73.87G 164.23G 111.64G 205.26G
C]— 4 30) Pri \S-(64744) 182.95G 77.82G 260.77G
2.11K 182.95G 1.40K 77.82G 3.51K 260.77G




Peering Coordination

Open Peering
Policy

Know who you
wanna negotiate

with: Create a list
of networks with
whom you
exchange traffic
but aren't peering
with yet, and rank
them by traffic
volume. Then
learn other traffic
behavior patterns
of these networks

Use Case

Potential Peer ASN

Summary Report Peering Analysis Top-N Matrix

Potential Peer ASN |

Select from: | Recently Added List V| [ Internet v | P |
Submit
Report time: | Period V|| Daily V| (®@Current) 2024/02/01 16:00 ~ now Unit prefix: | Auto v
Analytics
Internet '
Granularity: [ | [= |2
Into Home / Out Of Home
11.0T
6.6 o
4.47
2T
0.0
2.2T B
4T — o
6.6T S - o —_— o
8.8T| - e
1.0T
16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 02/02 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00
FusionCharts
I , H 0B | [l
) Al ASN 1 Peer ASN I Into Home Out Of Home Sum
(Outside Home) : (Outside Home) I Through From Through To Through Origin
______________ 1
D— 1 ( 12) ) 3.14T7 2.85T 5.99T
1 ° ° ° 41.60G 2.74T 108.38G 5.85T 149.98G
-—. o 1. Top ASN list with most traffic exchanged ...
2 99T 16.34M 2.67T 296.15M 5.67T 312.49M
[ J [ J
O=3 |4 2 I /O ff 78.80G 238.11G 316.90G
n Ut tra IIC ratlo 777G 41.03G 73.87G 164.23G 111.64G 205.26G
C]— 4 - 30) Pri \S-(64744) 182.95G 77.82G 260.77G
2.11K 182.95G 1.40K 77.82G 3.51K 260.77G




Peering Coordination

Open Peering
Policy

Know who you
wanna negotiate

with: Create a list
of networks with
whom you
exchange traffic
but aren't peering
with yet, and rank
them by traffic
volume. Then
learn other traffic
behavior patterns
of these networks

Use Case

Summary Report Peering Analysis Potential Peer ASN Top-N Matrix

WEMERES | Potential Peer ASN |
Select from: | Recently Added List V| | Internet | ——

Report time: [Period VI[ Daily V] (®3Current) 2024/02/01 16:00 ~ now

Submit

Unit prefix: | Auto v

Analytics

Internet

Into Home / Out Of Home

Granularity: |@:

1EIE

1.0T
8.8Tm s
6.6 == e
4.4T
2T
0.0
o7 o :
4T — —
6.6T B o == - —
8.8T - s T
1-011—6:00 00 8:00 9:00 20:00 21:00 22:00 23:00 02/02 00:00 01:00 02:00 03:00 00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00
FusionCharts
A . = 1 [
o ASN [ Peer ASN I Into Home Out Of Home Sum
U (Outside Home) : (Outside Home) I Through From Through To Through Origin
(o 1 ( 12y  Private Use AS-(64744 Stk 3.14T 2.85T 5.99T
1 . . . 41.60G 2.74T 108.38G 5.85T 149.98G
== 1 Top ASN list with most traffic exchanged ...
2 99T 16.34M 2.67T 296.15M 5.67T 312.49M
(o 3 ( 2 I /O ff' . 78.80G 238.11G 316.90G
n Ut tra 1C rat]o 77G 41.03G 73.87G 164.23G 111.64G 205.26G
(Yo 4 . Pri \S-(64744) 182.95G 77.82G 260.77G
T / h h ff' d’ ’b . 1K 182.95G 1.40K 77.82G 3.51K 260.77G
3 'lo/ through traffic distribution




Use Case

Peering Coordination

Cost Analysis et

Does it make sense 1o
expand your network In order
to peer.

Get quotes for OOIt aCcCess, Global Charges | Comi STer sTior2
transport and transit from the
oroviders.

Contract Overview

0 Gbps 10 Gbps 15 Gbps+

Associate also $$$ data for the cost analysis

@ Contract Information

—stimate how much traffic
you will be able to peer.

Name: Contract_Blended

CO m p Ute h OW m u C q it ,S Start Date: = 2019/07/01
gO|ng tO COSt 'tO bU| d a new End Date:  2023/07/31
Oee r. Billing Cycle Start Date: 5th v

Metered Percentile:  PCT95 v

s cost lower than how much
you pay for transiting the
traffic”?

Commit Bandwidth : 5 Gbps v




Peering Coordination Use Case

Cost Analysis

Does it make sense to
expand your network In order

tO peer := Cost Tiers < Add Tier
Get quotes for port access,

transport and transit from the cooem Y $ x
oroviders.

Tier2 15 Gbps <~ 0.6 $ X

i ate how much traffic Associate also $$$ data for the cost analysis

you Wi” be able tO Oeer‘ Mitigation Service [SOOI ’$ Monthly v X
Compute how much it’s |
going to cost to build a new Minimum Monthly Spend

$4000
Minimum Committed Bandwidth

O ee r- (0.8 /Mbps * 5000 /Mbps)

Global Charges (1) $500

s cost lower than how much
you pay for transiting the
traffic”?

$4500




Peering Coordination Use Case

C o St An a I yS i S | Connectivity Costs @

Does it make sense to Qerubuid || Q8 Contsee Provite
exp an d yO u r n e'tWO rk i n O rd e r . Monthly Total Cost Metrics (2023-8 (Current))
Estimated Cost Cost per Mbps Egress Ingress

to peer. $7,750.00 $1511.51 599.20 < = 5.13 -

Provider Report Config W, 67.9% A" 626.7% W, 95.6% —
Get quotes for port access,
transport and transit fromthe e o .
oroviders. 8

~timate how much traffic Associate also $$$ data for the cost analysis

you will be able to peer.

Compute how much it’s .

going to cost to build a new S

Deer. e @@ ’

s cost lower than how much . : O I

yo U p ay fo r 't rans I't I N g 't h e 50 21 22 923 24 95 28 2022-08 2022-10 2022-12 2023-02 2023-04 2023-06 2023-08
. 27 28 29 30 31 . Xo Communications (Free Private Peering) . NTT Communication (Transit)
traffic’?




Traffic Route Monitoring

Monitoring for Optimization

Traffic engineering: for better performance, resource utilization or congestion avoidance

* Knowing What traffic is leaving/entering your network @where is helpful for adjusting
now the traffic going across the network

.g., How much traffic is going to an AS, an AS Path, a BGP Community, or a Next-hop?
.g., How much traffic is going through an interface/link or a set of interfaces/links?

Have facts and figures then may help act to
deterministically move the traffic around

= Multiple network datasets:
Flow, BGP and network
device/interface (SNMP) data




Traffic Route Monitoring

Use Case

Apply route policy with actual measurements

Vocom

To Neighbor 'Fro m Neigh E:«:Ir ] .‘ E.:Jr‘r"
7w |nterface traffic distribution on a specificBGP peer

Granularity: [

bps (+ To Neighbor / - From Neighbor)

N Eg B

-88M

13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:009/1200:0C01:00 ©02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00

Interface Object(Local) | IP Prefix(Inside)

Top-N Aggregated Byl ) ) Second counter =Nles A==l
Interface Object ~ To Neighbor ~ From Neighbor Sum ~ ~

LIRS (Local) ¢ (bs) ¢ (bos) ¢ ) 7 oul%
(v C1013_7609S5/2/GigabitEthernetl/2/VoCom = = Com Transit) SO0M 35.45M 58.13M 93.58M : 99.67%
2 R1011 ASR/171/Bundle-Etheri7/to C0O610_7606S 196.28K 0.00 196.28K 0.21%

= 3 R1011_ASR/170/Bundle-Ether13/to CO609_N7004 109.40K 0.00 109.40K 0.12%

- 3 potential exit points to reach ISP-V

- Currently most thru router C1’s link

- Want to shift some traffic to other links
- What traffic shall be shifted”



Traffic Route Monitoring Use Case

Apply route policy with actual measurements

Vi
To Neighbor

=so  |nterface traffic distribution on a specific BGP peer + 3 potential exit points to reach ISP-V
seneeee RIS - Currently most thru router C1's link

, - - Want to shift some traffic to other links
MWVVWWW/WWV\ W W Fam - What traffic shall be shifted”

A
To Neighbor From Neighbor Sum
35.62M 58.24M 93.86M

£t 885

0 23:00 9/1200:0C 01:00 ©02:00 03:00 04:00 05:00 06:00 07:00 08:00

ST ASN distribution on a specific BGP peer’s interface '='®
Top-N Aggregated B P Second counter

.
g g

Al Interface Object To Neighbor From Neighbor
(Local)

(bps) (bps)

‘ M T oy VAR [gn
1 C1013_76095/2/GigabitEthernetl/2/VoCom —om Transit) S00M 35.45M 58.13M M L W W
2 R1011_ASR/171/Bundle-Etheri7/to C0610_7606S 196.28K 0.00 22M M
0

@== 3  R1011_ASR/170/Bundle-Ether13/to C0609_N7004 109.40K 0.00 . WVVWP
-44M —= =W\ ﬁ/\\ Vo Ve
-66M VN
-88M /\/‘\/W
lllll

) We may |ike tO Mmaove Certaiﬂ Share Of traﬁic (e,g_ AL R BRI RR) I i) e Zih) Deinl) el SemiUyeiiiCin) Cniny LR Do i e CRin L D) s et sn)feii
36%, traffic going to an ASN) from one interface i e R e

: 3

((D,S.1 ) to anOther by BGP methOdS (e-g-, tUﬂing 2 I': """" T 5'89'9)'—-———:(:13—4) ———————————————— 3-4;’=ZMO ______ : ;2.::_____2::i:_____2s:§;::|
HOCALPRP " ——  — ——

Q== 5 2 Chengdu MA 0.00 2.63M 2.63M 2.81%



Traffic Route Troubleshooting Use Case

ldentify Unreasonable Routes

BGP setting verification: verify whether we have made all configuration changes as we
expected to facilitate the expected traffic route changes

== |Nternet Exit

Busy Link to offload

P ; Actual Traffic routes

Domestic
Backbone

P
vV ft 7,855.30K 95,28M 102.95M 78.44%
vV = &Mt 20.82M 7.659.53% 28.30M 21.56%
V - Total 28.45M 102.76M 131.25M 100.00%

Regional
Network

N L e



Traffic Route Troubleshooting Use Case

ldentify Unreasonable Routes

BGP setting verification: verify whether we have made all configuration changes as we
expected to facilitate the expected traffic route changes

== |Nternet Exit

Busy Link to offload

P ; Actual Traffic routes

Domestic
Backbone

Regional
Network

V] 4t

vV == Total

In order to offload the regional network’s Internet traffic
from the busy link connecting to its domestic backbone,
the SP has added a direct exit link from the regional
network to the Internet.

7.855.30K 95.28M 102.95M 78.44%
20.82M 7.659.53% 28.30M 21.56%
28.45M 102.76M 131.23M 100.00%

- ™ _— — —— |



Traffic Route Troubleshooting

ldentify Unreasonable Routes

BGP setting verification: verify whether we have made all configuration changes as we
expected to facilitate the expected traffic route changes

Use Case

In order to offload the regional network’s Internet traffic
=== Internet Exit from the busy link connecting to its domestic backbone,

Busy Link to offload  the SP has added a direct exit link from the regional
network to the Internet.

Internet

«<-----» Actual Traffic routes

Despite completing the corresponding configuration
changes, the regional network is found continues routing
most of its Internet traffic through the link to the domestic
backbone, wasting the network resources.

't turned out that some BGP policies were not changed
along correctly...

Domestic
Backbone

Regional §
Network

> «ﬂ'-

TN e Y

7,835.30K 95.28M 102.95M 78.44%

20.82M 7,659.53% 28.30M ! 21.56%

28.45M 102.76M 131.25M 100.00%




Traffic Route Troubleshooting Use Case

ldentify Unreasonable Routes
Example: peers dumping traffic at you for routes you didn’t send them

nstead of diverting the traffic through
nald transit links, the content traffic Is

Eyeball D e _
S Teansit Link iy dumped at ISP A througﬂ the free .
Peering Link peering arrangement without knowing

agreement

< - » Expected Traffic - Content

. g network , . .

<+ Actual Traffic % SP A considers this undermined the
terms of peering arrangement and
unfairly exploits ISP A's resources

= Multiple network datasets:
Flow, BGP and DNS (for identifying CDN or OTT service providers)



Route Health Monitoring

Route Diagnostics i

Route Events (5min)
14.02K

BGP route instability: know
the BGP instability and its Route Events (smin)
source (peer, prefix)

Granularity: [F | = | [=]

* Analyze the BGP routes received I\

. L AN LA A A A AN
- Route Events/Selection Events: i A0/ — ] AMIANSAAAZARTAVA \¥
AAdup, AAdIiftBetter,
AAdiffWorse, Wdown, Wnull, s

C . LAl PA Originator ID I Route Event - Total Royte Events Total %
Alﬂlt, WAdUp, WAC |f", Tup, 103.15.244.12 AAo.ffs:etter(S) : 274.68K 31.09%
_P A/ 103.15.244.61 AAoiffv,‘orse(s) : 179.24K 20.29%
Tbetter’ TWOFSG, TCbp! ) etC' v 103.15.244.61 AAoiffB{etter(S) : 89.17K 10.09%

= Datasets:
BGP messages



Route Health Monitoring

Collector

Route Diagnostics

BGP route instability: know
the BGP instability and its

14.02K

Route Events (5min)

Route Events (5min)

source (peer, prefix)

» Analyze the BGP routes received

* Route Events/Selection Events:

—

-4 Collector

| A WY W - -

A

A N /:\ /\

AAdJup, AAdiffBetter,
AAdIff\Worse, Wdown, Wnulll,
Ainit, WAdup, WAdIff, Tup,
Tbetter, Tworse, Tdup, TW, etc.

= Datasets:
BGP messages

- —\/\
o
27N

_—/\
10.000K Fa S\ e
w"?’b‘

103.15.244
103.15.244,
103.15.244,

0000000

000000

Route Events (5min)
13.83K

Route Events (5min)

0.000
10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:001/18 00:0001:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 05:00 10:00

143.255.204.0/22
2a0a:afc7::/48

2407:5440::/48

NLRI Prefix PA Originator ID
5.244.66
5.244.12

5.244.12

Granulanty: [

FusionCharts

=P a1

Total Route Events




Route Health Monitoring

~  R-02 [Collector]

Route Diagnostics

Granulanty: [ | =

+
: IPv4 Prefixes 957.85K IPv6 Prefixes 208.63K Route Events (5mir 16.71K
| 202 01/17 15:0C 202 D1/17 15:0C€ 2024/0
BG P RPKI Status: kﬂ OW the : RPKI Valid (104 427.15K RPKI Valid (10v5 154.32K IPv4 Route Events 4.27K
D) ' ' : RPKI Invalid - ASN (1pv4 14.46K RPKI Invalid - ASN (1.6 4.54K IPv6 Route Events 10.21K
q Kl Val |dat|0ﬂ StatUS Of the I RPKI Invalid - Length (1p.4 5.09K RPKI Invalid - Length (1pu6 41.36K Others 2.23K
B . : RPKI Unknown (1pv4 532.27K RPKI Unknown (1pv6 109.82K
BGP routes received |
I

- RPKI status: Valid, Invalid (P4 Prefixes
ASN, Invalid length, Unknown

S60. 000K

» Gan also analyze the RPKI
status of traffic flows

= Multiple datasets: v Route Events
BGP, RPKI and
traffic Flow data

6.400K

R e |




Route Health Monitoring

~  R-02 [Collector]

Route Diagnostics

e T |
: IPv4 Prefixes 957.85K IPv6 Prefixes 208.63K Route Events (5min 16.71K
| 2024/01/17 15:00 2024/01/17 15:00 2024/0

BG P RPKI Status: kn OW the : RPKI Valid ‘12.4) 427.15K RPKI Valid 106 154.32K IPv4 Route Events 4.27K

D) ' ' : RPKI Invalid - ASN (1pv4) 14.46K RPKI Invalid - ASN (1p.¢ 4.54K IPv6 Route Events 10.21K
q Kl Val |dat|Oﬂ StatUS Of the I RPKI Invalid - Length (1pv4) 5.09K RPKI Invalid - Length (1pus 41.36K Others 2.23K
B . : RPKI Unknown (1pv4) 532.27K RPKI Unknown (1pv6 109.82K

BGP routes received |

I

Granulanty: [

* RPKI status: Valid, Invalid T e R
ASN, Invalid length, Unknown

14.17K

Granularity: [ | [= | [&] |

- Can also analyze the RPKI Route Events (Smin)

status of traffic flows

18.000K

| | |
12.000K }\AA éﬂ ;‘ * M& AR | Ak ‘ l A ‘. rl | - | } nig |
¥ s Sl . R B'A - ) NUTY e 1 | ’ | N
- UMW o WA VWL IAVAA WA N N\d
= Multiple datasets: T VAR A/ A N A B AN A IR L A AUAA A A AW ALY
0.000 —
BGP RPKI and 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:001/18 00:0001:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 05:00 10:00 11:00 12:00 13:00 14:00 15:00
y FusionCharts
. —~ 1 [ 1 A1 Lad 1
ra IC OW a a (] AN ROA Prefix ROA Prefix Length ROA ASN BGP RPKI Status Total Route Events Total %
2 2405:4802::/32 32 18403 Valid(1) 933.39K 22.88%
vE B 2405:4803::/32 32 18403 Valid(1) 890.27K 21.82% .
= 2405:4800::/32 32 18403 Valid(1) 147.69K 3.62%

fde=>5 2407:cb00::/32 32 23860 Invalid - Length(3) 58.21K 1.43% (@ 15:00 16:00
]

— o o o o o o o e omm omm omeow]




Route Anomaly Detection

BGP Route Anomalies

Alert when abnormal route behaviors detected:
* A BGP peer monitored by BMP goes up and down

* Route changes while RPKI invalid

 Unstable routes due to too many route change events
* oo frequent route announcements from a

SBGP router

= Multiple datasets:
BGP, RPKI and BMP data

BGP peer up/down
Route change (instable routes)

Route change while RPKI invalid

A W N =
A W N =

Unusual route announcements

Enabled

Enabled

Enabled

Enabled

Status
($)

50

—Baseline
Detection Base: per-router
*Name: BGP Route Anomaly Baseline
No. D Name No. of BGP update message Remarks

Threshold

events/5min
events/5min

events/5min

(Replace / Fail-over events)

(Add / Delete / Replace Route or Fail-over routes,
while RPKI is invalid)

(All route events)




Route Anomaly Detection

BGP Route Anomalies
Alert when abnormal route behaviors detected:

* A BGP peer monitored by BMP goes up and down

= Multiple datasets:

* Route changes while RPKI invalid BGP RPKI| and BMP data
 Unstable routes due to too many route change events

* Too frequent route announcements from a BGP router

— - Alert Time -
No. Impact ~ Alert Type Resource Name , Status Description
B Recovered Time
B2 Type: BGP Route Change (RPKI Invalid) Alert;Module
. [276] BGP Route Change 24-01-12 16:15:10 Type:Collector;Module ID:3001;Router
= Warning okt invalid) e - EiEl IP:172.16.254.71;Current Number per 5
Minutes:61672;Threshold:1;
N I t CAlert T R N R Stat D ipti
0. mpac ~ Aler e esource Name . atus escription
No. ID . S Recovered Time . I
Type: BGP Route Change (Instable Routes) Alert;Module
1 1 : [275] BGP Route Change 24-01-11 03:10:10 Type:Collector;Module ID:3001;Router
- G (Instable routes) froarmmlazandian] - ELED IP:172.16.254.71;Current Number per 5
2 2 Minutes:18368; Threshold:1;
: ~ Alert Time &
3 3 Route chani No. Impact  Alert Type Resource Name : Status Description
Recovered Time
4 4 Unusual roq Type: BGP Route Unusual Announcements Alert;Module
: [277] BGP Unusual 24-01-11 03:10:10 Type:Collector;Module ID:3001;Router
1 I Announcements Collector1[172.16.254.67] - Issued IP:172.16.254.71;Current Number per 5

Minutes:46216;Threshold:5;



Key Takeaways

Some BGP Routing Tasks

Peering Coordination: candidate identification, peering evaluation with cost

analysis, etc.
Traffic Route Monitoring: traffic route optimization, unreasonable route

identification, traffic route troubleshooting, etc.
Route Health Monitoring: route event monitoring, RPKI status monitoring, etc.

Route Anomaly ldentification: abnormal route behavior alerting

= Correlate traffic Flow, BGP route, device SNMP, Service (DNS), RPKI and
BMP data will help the tasks done more effectively and efficiently!
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THANK YOU!

Julie Liu‘

www.genie-networks com

" u .
e @genie-petworks.com
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